NMHOOPMALMOHHAA NAMATKA
OnA OBYHAKOLLUNXCA
C KaXIbIM TI'OA0OM MOJIOACKU B I/IHTepHCTe CTAaHOBUTHCA 60JIBIH€, a IIKOJIBHUKU OJHU K3 CaMbIX
aKTUBHBIX MMOJIb30BaTeliel PyHera. Mexay TeM, TOMHUMO OIPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET
HECET U MPOoOJIeMBI. DTa MaMsATKa JOJKHA TOMOYb TeOe Oe30IMacHO HAXOUTHCS B CETH.

Komn bHOTEPHble BUPYChbI

KoMnbroTepHblii  BUpPYC - OTO PAa3sHOBUIHOCTb KOMIIBIOTEPHBIX IPOTpaMM, OTIMYMUTEIBHON
0COOCHHOCTBIO KOTOPOM SBJIETCS CIIOCOOHOCTh K Pa3MHOXKEHUI0. B momonHeHue Kk 3ToMy, BUPYChI MOTYT
MOBPEINUTH WU TIOJTHOCTBIO YHUUYTOXXUTH BCE (DAiiiIbl U TaHHBIE, TOJAKOHTPOJIBLHBIE MOJIB30BATENI0, OT UMEHU
KOTOpOro Oblla 3amylieHa 3apaKeHHas MporpaMma, a TakXe IOBPEIUTh WIH JAaXKe YHUYTOXHUTD
OTEPALMOHHYIO CUCTEMY CO BCeMH (ailiaMu B 11€JI0M. B OONBIIMHCTBE CiIy4aeB paclpoOCTPAHSIOTCS BUPYCHI
4yepe3 UHTEPHET.

Mertoas! 3aIIUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Wcnonp3yil COBpEMEHHBIE ONEPALUOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHb 3aLUTHI OT
BPEOHOCHBIX IIPOIPAMM;

2. [locTtosiHHO ycTaHaBNUBal MauTu (IM(PPOBBIE 3aMJIATKH, KOTOPHIE aBTOMATHYECKH YCTaHABINBAIOTCA
C LEJbI0 T0pabOTKH MPOrpaMMbl) U JIpyrue OOHOBJICHHUS CBOEH omepanuoHHON cuctembl. CkauuBail ux
TOJIBKO ¢ ouIManbHOro caifta pazpadorunka OC. Ecnu cymecTByeT pexkuM aBTOMAaTUYECKOTO OOHOBIICHUS,
BKJIKOYH €T0;

3. PaGoraii Ha cBOeM KOMITBIOTEpE MOJT TPaBaMU MOJIL30BATENsI, 2 HE aIMUHUCTPATOPA. DTO HE MTO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM WHCTAJUIMPOBATHCS Ha TBOEM IEPCOHAIEHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTHUBUPYCHBIE NPOTPaMMHBIE MPOAYKTbl HM3BECTHBIX IPOU3BOAMUTENECH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3NUECKH JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHIE HOCUTENN WH(POPMALNK, Takue Kak (iemrka, TucK win (ailsl u3 HHTEepHeTa,
TOJIBKO U3 TPOBEPEHHBIX UICTOUYHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (ailiibl, TOTYyYEHHBIE U3 HEHAJIEKHBIX UCTOYHUKOB. Jlaxe Te (aiiibl,
KOTOpBIE NpHCIall TBOW 3HAKOMBIH. JIydlle yTouHH y Hero, OTIPABIISI JIM OH TeOe UX.

Cetn WI-FI

Wi-Fi - 910 He BUI Mepeaaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIb OpeHn, Mapka. Emie B 1991 rony
HujepiaHackas komnanus 3apeructpuposaina opens "WECA", uto o6o3Hauano cioBocoueranue "Wireless
Fidelity", xoTopslif mepeBoaNTCS Kak "OGecrpoBOIHAs TOYHOCTD".

Jlo Hamrero BpeMeHu Joluia Apyras abOpeBuarypa, KOTopas SIBISIETCS TaKOW K€ TEXHOJOoruei. J1o
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1TaHO C HAMEKOM Ha CTaHJapT BhICIIEH 3ByKoBOI TexHuku Hi-
Fi, uto B mepeBosie 03HavaeT "BbICOKAsi TOUHOCTD'.

Ja, GecriaTHbIM HHTEPHET-OCTYT B Kade, OTEeNAX M a3poIopTax SABISAETCS OTIUYHON BO3MOXKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHE JKCHepThl CUMTAIOT, 4TO oOmexoctynHele Wi-Fi cetn He SBISIOTCS
0€30MacHBIMH.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nauuHyro uHpopmaruio yepe3 obuienocrynusie Wi-Fi cetu. Pabotas B Hux,
KeIaTeJIbHO He BBOAMTH MAPOJIH JTOCTYIIA, IOTHHBI  KaKHe-TO HOMEpa;

2. Ucnionb3yil 1 OOHOBJISI aHTUBUPYCHBIE MPOrpaMMBbl M OpaHaMayep. TeM caMbIM Thl 00€30MacHIllb
ce0st OT 3aKa4KH BHpYCa Ha TBOE YCTPOICTBO;

3. ITpu ucnonwzoBanun Wi-Fi otkmoun ¢pynkuuto "O06mwmii noctyn k ¢aitnam u npuntepam". Jlannas
GyHKIUS 3aKphITa N0 YMOJYaHHUIO, ONHAKO HEKOTOpHIC TOJH30BATENNM AKTHBHPYIOT €€ Ui yao0CTBa
UCIOJIb30BaHUs B paboTe uiu y4eoe;

4. He ucnonb3yii nyonuuasii WI-FI nns nepenaun JuWYHBIX JaHHBIX, HalmpuMep AJs BbIXOAA B
COLIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOUTY;

5. Ucnonb3yi Tonbko 3amuienHoe coequHenue uepe3 HTTPS, ane HTTP, T.e. mpu Habope Beb-anpeca
BBOIM UMeHHO "https://";



6. B Mmo6bunsHOM Tenedone otkmoun ¢pynkuuio "Tlogknouenue k Wi-Fi aBromarnyecku". He nomyckait
ABTOMATUYECKOTO MOAKIIOUEHUS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormiacwusi.

CouunanbHble ceTu

ConuanbHble CETH aKTUBHO BXOJST B HAIlly KU3Hb, MHOTHE JIFOJIU PAOOTAIOT U KHUBYT TaM MOCTOSHHO,
a B Facebook yxe 3aperucrpupoBaH MHIJUTHAPJ YEJIOBEK, YTO SIBISETCS OJHON CEABMOW BCEX JKUTEICH
1aHeTbl. MHOTHE TOJIb30BaTeNId HE TOHUMAIOT, 4TO UH(OpMalus, pa3MelIeHHas MU B COLUAIbHBIX CETAX,
MOJKET OBITh HalJICHA U HCIIOJIb30BaHa KEM YIOJHO, B TOM YHCJIe HE 0053aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OcHOBHBIE COBETHI 110 0€30MAaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannds ciucoK apy3eil. Y 1e0st B Jpy3bsiX HE TOHKHO OBITH CIIyYailHBIX U HE3HAKOMBIX JIIOACH;

2. 3amuinail cBOrO 4acTHYIO ku3Hb. He yka3piBail mapounu, TenedoHsl, agpeca, AaTy TBOETO POXKICHUS
U JIPYTYIO JHYHYI0 HHPOPMALUIO. 3II0YMBIIUICHHUKH MOTYT MCIIOJB30BaTh Ja)ke WH(POPMAIUIO O TOM, KaK
ThI U TBOM POAMTEIIN IIJIAHUPYETE IPOBECTH KAHUKYIIBL,

3. 3amumiail CBOIO pemyTaluio - JepXKU €€ B YHCTOTE W 3a/JaBail ce0e BOMPOC: XOTEN OBl ThI, YTOOBI
JpyTHe MOJIb30BaTeNU BUJIEIH, UTO Thl 3arpyxaeiib? [logymaii, mpex/ie 4emM 4To-To OnmyOJIMKOBaTh, HAUCATh
U 3arpy3uTh;

4. Ecnu Thl TOBOpULIB C JIFOJIBMH, KOTOPBIX HE 3HACIllb, HE UCIIOJIb3Yil CBOE pealbHOE UMsS U JPYTYIO
JTUYHYI0 HHPOPMAIMU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBI U POYEE;

5. U3berait pasmemienust potorpaduii B uTepHere, rae Thl U300paskeH Ha MECTHOCTH, MO KOTOPOU
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructpanuu B COUANIBHON CETH HEOOXOIMMO HCIIONIb30BATh CIOXKHBIE MTAPOIIH, COCTOSIIINE U3
OykB ¥ U(p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. s conuanbHON CETH, MOYTHI U APYTUX CAlTOB HEOOXOAMMO UCIOJIb30BaTh pa3Hble mapoiu. Toraa
ecJii TeOsl B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH M1OJIy4aT JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

ONEeKTPOHHbIE AeHbIM

ONEKTPOHHbIE €HBIU - 3TO OYEHb YAOOHBIN crOco0 IuIaTexeil, OAHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TH JEHBIH.

DNEKTPOHHBIE IEHBI'H MOSBUINCH COBCEM HEIABHO U UMEHHO M3-3a 3TOI'0 BO MHOTHMX I'OCy/lapcTBax 10
CHX IIOp HE MPONKCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIIMOHUPYIOT U O HUX YK€ IIPOIIUCAHO B 3aKOHE, TJI€ UX Pa3esisiioT Ha HECKOIbKO
BHJIOB - AHOHUMHBIE U HE aHOHMMHBIE. Pa3HHIIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelacTcs
MIPOBOAMTH Omepanuu 0e3 HASHTU(PUKAINY [10JIb30BATENS], @ B HEAHOHUMHBIX HIEHTU(UKALINS T0JIb30BATES
ABIIsIETCS 0053aTENbHOM.

Takxe creqyer pa3iavuaTh JIEKTPOHHbIE (pUaTHBIE NEHBI'M (paBHBI rOCYAApCTBEHHBIM BalllOTaM) U
3JIEKTPOHHBIE He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C 3JEKTPOHHBIMH JI€HbIAMU:

1. IlpuBsiku K cueTy MOOMJIBHBINA TenedoH. DTO caMmblil yA0OHBIM U OBICTPBINA crIOCO0 BOCCTAaHOBUTH
JOCTYI K cuety. [IpuBsizanubIil TeaedoH MOMOXKET, eclid 3a0y/1elTb CBOM TIATEKHBIA MaposIb WK 3aieIlb
Ha CaliT ¢ HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnionp3yit ogqHOpa3oBsie mapoiu. [locie mepexomaa Ha YyCUIIEHHYIO aBTOPH3AINIO TeOe yxke He OyeT
yrpoXaTh ONACHOCTb KPa)XKH MJIU MepeXBaTa IJIaTeXHOT0 MapoJs;

3. BriOepu cioxHbIit maposib. [IpecTymankam OyAeT HE TPOCTO yrajaaTh CIOKHBIN 1mapoiib. HanexHbie
MapoJIv - 3TO MaPOJIH, KOTOPBIE COJepkKAT HE MeHee § 3HAKOB U BKIIIOYAIOT B ¢e€0sl CTPOYHBIE U MPOIUCHBIE
OyKBBI, LIU(PHI U HECKOIBKO CUMBOJIOB, TAaKME KaK 3HaK JoJuiapa, (GyHTa, BOCKJIMIATENbHBIN 3HAK U T.IL
Hamnpuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CAMTAaX, KOTOPBIM HE J10BEPSCIIb.

ONeKTPOHHasA no4Ta

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHS U MPEJOCTABISIEMBIE €10 YCIYTH MO MEPEChUIKE U MOJYUYECHUIO
AJIEKTPOHHBIX COOOIIECHUM, KOTOPHIE PACTIPENCISIIOTCS B KOMIbIOTEpHOW ceTh. OOBIYHO SJIEKTPOHHBINA



MOYTOBBIA SIIUK BBITTISAUT CICAYIOIIMM OOpa3oM: HMsI_IOJIb30BaTeNsA(@UMs jJoMeHa. Takxke Kpome
nepeayu MpoCcTOro TEKCTa, UMEETCs] BO3MOXKHOCTD NepeiaBaTh (haiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hamo BBIOpaTh MpaBWIBLHBIN MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOP OECIIaTHBIX
MOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOT'O 3HACIIb U KTO MEPBLII B PEUTHHTE;

2. He yka3piBaii B nWYHOM ToYTEe JMYHYIO wuHpopManmioo. Hanpumep, mydmie BwIOpaTh
"My3bIKaIbHBIN _(haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil ABYXSTAllHYK0 aBTOpU3ALMIO. JTO KOrJa IMOMUMO IMapoJii HYKHO BBOJHUTH KOJ,
npucbuIaeMblil mo SMS;

4. BpiOepu COXKHBIN mMapoiib. J[Js KaXaoro IMOYTOBOTO SIIHMKA JIOJDKEH OBITh CBOW HAIC)KHBIM,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HaNKMCaTh CAMOMY CBOM JIMYHBIMA BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTb;

6. Mcrionb3yii HECKOJIBKO IOYTOBBIX SAMIMKOB. IIepBbIii 1)1 UaCTHOM NEPENUCKU € apecaTaMu, KOTOPbIM
ThI IOBEPSCIIb. ITO AIEKTPOHHBIN aipec HE HAJ0 UCIOIB30BATh IPU PETUCTPALIUU Ha OpyMax U calTax;

7. He oTkpbIBaii (haiinbl ¥ Ipyrue BIOXKEHUS B MHCbMax, JaXKe €CIM OHM MPHIUIA OT TBOMUX JIPY3€H.
Jlyuiie yToUHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (alibl;

8. Ilocne okoH4aHus pabOTHl HA MOYTOBOM CEpPBUCE NEPE] 3aKPHITUEM BKIIAJKU C CaliToM He 3a0ynb
HaxaTh Ha "Brriitn".

Knb6epObynnuHr unu BuptTyanbHoe usgeBaTtesnibCTBO

KubepOymnuHr - mpeciiejoBaHHE COOOUICHHUSIMH, COIEpXKAIIUMU OCKOPOJICHHs, arpeccuro,
3aIyrUBaHKE; XYJIUTAHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C MMOMOIIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiicst B 60ii. JIyummii crmoco0: mOCOBETOBATHCS Kak ce0s BECTH M, €CIIM HET TOTO, K KOMY
MO>KHO 00paTHUThCS, TO BHaYalle YCIIOKOUThCA. Eciy Thl HaUHEeIb 0TBEYaTh OCKOPOICHUSIMH Ha OCKOPOIeHUS,
TO TOJIBKO €111 OO0JIbIIE Pa30XIKElIb KOH(IIUKT;

2. YopaBinsii cBoei kubeppernyranuei;

3. A"oHuMmHOCTh B cetd MHUMAas. CyIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCcTH XyJIUTraHCKHUIl 00pa3 BUpTyanbHOMU ku3HU. IHTepHET (huKcupyeT Bce TBOU ACHCTBUS
U COXpaHseT uX. Y AaluTh UX OyAeT KpaiiHe 3aTpyAHUTEIHHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. UrHopupyit enuHuuHblii HeraTuB. OJHOpPa30BbIE OCKOPOUTENBbHBIE COOOIIEHUS JIydIle
urHopupoBaTh. OOBIUHO arpeccusi MPeKpalaeTcsi Ha Ha4aJIbHOM CTaauH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MIHOBEHHBIMH COOOIIIEHUSMH, B COIMANBHBIX CETIX €CTh
BO3MO>XHOCTh OJIOKUPOBKH OTIPABKH COOOLIEHHI € ONpeieNIEHHBIX a/IpECOB;

8. Ecnu Th1 cBUAETENs KNOEpOYMHTa. TBOU AHiCTBUS: BHICTYIIUTH MPOTUB IIPECIIeI0BATENsI, TTOKa3aTh
€My, U4TO €ro JeHCTBHS OLEHUBAIOTCS HEraTUBHO, MOJAJEPKATh KEPTBY, KOTOPOU HYXKHA ICUXOJIOTHYECKas
MIOMOIIlb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOIO MOBEJICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHbIe cMapT(HOHBI U TUIAHIIETHI COAepkKAT B ceOe BIOJHE B3POCHbIA (YHKIIMOHAT, U TeHeph
OHHM MOTYT KOHKYPHUPOBaTh CO CTAI[MOHAPHBIMU KOMITbIOTEpaMu. OHAKO, CPEJICTB 3aIIUTHI JIJIs1 TTOJJOOHBIX
YCTPOMCTB MOKa 04€Hb Majo. TecTupoBaHUE U OUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK UHTEHCUBHO,
kak jutst [1K, To ske camoe kKacaercss 1 MOOWIIBHBIX TIPHUIIOKCHHH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MpPaKTHUeCKH JOTHAIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacmmpenre pyHKIIMOHaIa BICYET 32 COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUECKUE YI3BUMOCTH TSI
CBOUX YCTPOWCTB.

OcHoBHBIE COBETHI JIs1 6€30MacHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBnsieTcss mo-HacTosimeMy OecrmaTHbIM. Byabs ocTOpokeH, Belb Korja Tebe mpeanararoT
OeCTuIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TJIATHBIC YCIIYTH;



Hymaii, mpexe ueM otnpaButh SMS, ¢poTo mim Buzneo. Tol TOUHO 3HaCIIb, I7ie OHU OYIyT B KOHEUHOM
urore?

Heo6xoa1Mo 0OHOBIATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TEIE(OHOB;

He 3arpyaii npwIoKeHUsI OT HEU3BECTHOIO MCTOYHHMKA, BEAb OHU MOTYT COIEPKAaTh BPEIOHOCHOE
IIpOrpaMMHO€E 00ecIieueHHE;

[Tocre TOro Kak ThI BBIMICIIH C CaiiTa, TJIe BBOWI TMYHYIO HH()OPMAIINIO, 3aiI1 B HACTPOUKH Opay3epa
1 ynanu cookies;

Ilepuonnuecku npoBepsii, KaKue IUIATHbIE YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEpE;

JaBaii cBoii HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JOASIM, KOTOPBIX ThI 3HACLIb U KOMY JI0OBEpsEIlb;

Bluetooth nomken ObITH BRIKITIOUEH, KOTa THl UM HE MOJIb3yenbesi. He 3a0bIBaii HHOT 1A TPOBEPSTH 3TO.

Online vrpsbl

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPAaCOYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHHS, OOBEANHSIONINE COTHU
ThICSAY YEJIOBEK 110 BceMy MHpy. IrpoKH ucCcieayroT JaHHbIH UM MUp, OOILAIOTCS APYT € APYTOM, BBIITOJIHSIIOT
3aJlaHusl, CPaXKarTCS C MOHCTPAaMHU M IOJY4aroT ONbIT. 32 YAOBOJIbCTBME OHU IUIATAT: MOKYHAIOT IUCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OMLIHH.

Bce atu cpenctBa MAyT Ha MOAJEp)KaHUE U PAa3BUTHE WUIPhI, a TakKe Ha caMmy O€30I1aCHOCTH:
COBEPILICHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALIMHM, BBIIYCKAIOTCS HOBble NaTuu (UMQpOBBIE 3amjaTku JUIs
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nono0HBIX Urpax CTOMT OnacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXXH TBOETrO MapoJis,
Ha KOTOPOM OCHOBAHa CHCTE€Ma aBTOPU3alUH OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO UTPOBOT'0 AKKAyHTA:

1. Ecnu apyroit urpok BeaeT cedst II0X0 UM CO3AAeT Te0e HENPUATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE
UTPOKOB;

2. Tloxanyiicst aiIMUHUCTPATOPaM UIPbI Ha IUI0XOE MOBEIEHUE ITOTO UTPOKA, KEJIATEIbHO MPUIIOKUTh
KAaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;

3. He yka3biBaii TM4HYyI0 HHGOPMAIUIO B IIpodaiiie Urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE TapOJIH;

7. Jlaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYaTh aHTUBHUpPYC. I10Ka ThI Urpaemib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

PULWNHT nnn Kpaxa NMN4YHbIX AaHHbIX

OObI4HOM KpaXkel JeHer U JOKYMEHTOB CErojiHs y)K€ HUKOTO He YAMBHILb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUI 3JIOYMBILIUIEHHUKH NEPEMECTHIMNCh B HMHTEPHET, W MPOJOJKAIOT 3aHUMAThCA 'MHOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOLIEHHMYECTBA WJIM (DUILUHT, TJIaBHas LEJdb KOTOPOIo
COCTOUT B MOJIyY€HHH KOH(HICHIIMATIBHBIX JaHHBIX MOJIb30BaTelNell - JOrMHOB U naposeld. Ha anrauiickom
s3bike phishing ynTaercs kak ¢pumuHr (ot fishing - pei6Has noBis, password - Mapob).

OcHOBHBIE COBETHI IO 60pHOE ¢ PUITMHTOM:

1. Cneqn 3a cBouM akkayHTOM. Ecim ThI mojo3peBaelib, YTO TBOS aHKeTa Obula B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonb3yii c10KHbIE ¥ pa3Hble Mapoiu. Takum o0pa3om, eciii Te0s B3IIOMAIOT, TO 3JI0YMBIIIIEHHUKH
MOJIy4aT JAOCTYI TOJIBKO K OJIHOMY TBOEMY IIPO(UIIIO B CETH, 8 HE KO BCEM;

4. Ecniu Te0s1 B37IOMaNH, TO HEOOXOIUMO NPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00aBIIEHBI Y
T€0s1 B JPYy3bAX, O TOM, YTO Te€Os B3JIOMalIM U, BOBMOXKHO, OT TBOETO UMEHH OYAET pacChUIaThCs ClaM U
CCBUIKM Ha (DMIITUHTOBBIE CANTHI;

5. Ycranosu HazexHsbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;



7. He oTkpbIBaii (aiiibl 1 Apyrue BIOKEHUS B MHCbMax, AaXK€ €CIM OHM MPHIUIA OT TBOUX JIpy3eil.
Jlydie yToYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paibl.

LudpoBas penyrauusa

[MudpoBass pemyranusi - 3TO HEraTMBHAas WM T[O3UTHMBHAs wuHpopMmaluss B ceTd O Tebe.
Komnpomerupyromas nHpopmaius, pa3MelieHHas B UHTEpHETe, MOXKET Cepbe3HbIM 00pa3oM OTPa3UThCS Ha
TBOCH peanbHOM xu3HU. "LludpoBas penmyramus" - 3T0 TBOM UMUK, KOTOPBIH popMupyercs u3 nadopmauu
0 Te0e B UHTEPHETE.

TBOE MeCTO KHUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa U paccKasbl O
ONMU3KUX - BCE ITO HAKAIUTMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MMyOIuKanuu JuuHoi nadopmanuu B UntepHere, He
MOHMMAsi BO3MOKHBIX MOCHENCTBHMA. Thl gake HE CMOXENIb JOrajaTthCsi O TOM, 4TO QoTorpadus,
pa3MelnieHHas 5 JIeT Ha3al, cTajla MPUYMHOM O0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazMenienue TBoux Gortorpaduii u 1pyrue 1eicTBUS MOTYT HE HCUE3HYTh JIaXe Iociie
TOT0, KaK Thl MX yJalullb. Thl HE 3HAEIIb, KTO COXPAaHUJ 3Ty MH(OPMALIKIO, TIOTajia JIU OHA B MIOMCKOBBIE
CUCTEMBI U COXPAHMJIACH JIU OHA, a [JIaBHOE: YTO MOAYMAIOT O Te0e OKpYXKAIOUIUE JIF0/ I, KOTOpPbIe HAUAYT U
yBUAAT 5T0. HaliTu nH(pOpMaIuio MHOTO JIET CITYCTSI CMOXKET JIF000M - Kak U3 T0OpBIX MOOYKIEHHH, Tak U C
HaMEpEeHUEM IPUUUHUTH BPEJ. DTO MOKET ObITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTaIuu:

1. [Tomymaii, Ipesk/ie 4eM 4TO-TO MyOTMKOBATh U TIepeIaBaTh y ceOsi B 0JI0Te MM B COMATBHON CETH;

2. B HacTpoiikax npoduiis ycTaHOBU OIpaHUYESHHSI Ha TIPOCMOTP TBOET0 MPOUIIsl U €ro COAEPIKUMOTO,
czenail ero Tosbko "nis apyseit'”;

3. He pasmemaii u He yka3biBail HHGOPMAIUIO, KOTOPAst MOXKET KOro-TH00 OCKOPOIAThH MM O0MXKATh.

ABTOpCKOe npaBo

CoBpeMeHHbIE IKOJBHUKHU - aKTUBHBIE M0JIb30BaTeNd LU(POBOro npoctpaHcTBa. OHAKO JaJIeKO HE
BCE 3HAIOT, YTO MOJb30BAaHUE MHOTMMHU BO3MOXKHOCTSIMHU IU(POBOro Mupa TpedyeT coOI0JeHHs MpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "UHTENIEKTyadbHasi COOCTBEHHOCTb" OTHOCHUTCS K Pa3IMUHBIM TBOPEHHSM YEJIOBEYECKOIO
yMa, Ha4MHasl C HOBBIX M300peTeHUH M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U
3aKaH4MBasi KHUTraMu, pororpapusiMu, KHHOPUIbMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMU.

ABTOpCKME TpaBa - 3TO IpaBa Ha HMHTEUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IPOU3BEICHUS HAYyKH,
JUTEpaTyppl W HMCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAlOT B KayeCTBE TapaHTUU TOroO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TPY/] aBTOpa He OyeT HalpacHbIM, JacT €My CIPaBEJIMBbIE BO3MOKHOCTH
3apaboTaTh Ha pe3yJbTaTax CBOETO TPyHa, MOJYYUTh MU3BECTHOCTh M Npu3HaHue. Hukto Ge3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEJACHHE, PACHPOCTPAaHATh, MYOJUYHO JIEMOHCTPUPOBATH,
MpoJiaBaTh, UMIIOPTUPOBATh, TYCKATh B MPOKAT, MyOJUYHO UCTIOJIHSATH, TOKA3bIBATh/UCIIOJHATE B APUPE WIH
pa3mMeniats B MIHTEpHETE.

Hcnonp3oBanue "mupaTckoro’ mporpaMMHOro o0ecreueHrss MOXKET MPUBECTH K MHOTHM PHUCKaM: OT
MOTEPU JIaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, I'Jl€ YCTaHOBJIEHA HEJeralbHas
nporpamMMa. He cTout Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIerajibHble U O€CIUIaTHBIE MPOTrPAMMBI, KOTOPbIE
MO>KHO HAWlTH B CETH.

O noprtane
CCTCBI/I‘-IOK.p(I) - TBOHU TJIaBHBIM COBETYHK B CETH. 3,Z[CCB Thl MOXKCIIb Y3HATh O 0€30IIaCHOCTHA B CETH

MOHATHBIM U JOCTYITHBIM SA3BIKOM, a ITPU BO3SHUKHOBCHUU KpHTH‘-IGCKOﬁ CUTyaluu 06paTI/ITBC$I 3a COBETOM. A
TAKIKC MPUHATH Y4aCTUC B KOHKYPCaxX U CTaTb CaMbIM I_[I/I(prBBIM I‘pa)KI[aHI/IHOM!






